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Performance Comparison of
Two Text Marking Methods

Steven H. Low,Member, IEEE and Nicholas F. Maxemchulgellow, IEEE

Abstract—A text document typically consists of a collection of marks being perceptible. For instance, a text line can be moved
regular structures such as words, lines, and paragraphs, a slight yp to encode a “1” or down to encode a “0” by 1 pixel, or
movement of which seems less perceptible than, say, dithering 1/300th inch, at 300 dot-per-inch (dpi) resolution

of the document image. In this paper we exploit this property . . . . . .
to watermark formatted text documents by shifting slightly cer- This contrasts with other interesting image marking ap-

tain lines and words in order to discourage illicit distribution. ~ proaches [22], [1], [15], [24], [9], [10], [5], [14], [7], [21],
We analyze two methods for reliable document identification in  [20], [8] that do not exploit the regular structure of text
the presence of severe distortions introduced by photocopying, gocuments. The two approaches may be combined to encode

facsimile transmission, and other processing. The correlation more information: general image marking techniques can be
method uses document profiles directly for detection. To eliminate -9 g g q

the effect of certain distortions, the centroid method bases its applied to a document image that has already been marked by
decision on the distances between the centroids of adjacent profile our techniques (but see comment below on binarization attack
blocks. We present the maximum likelihood detectors for both on marking of text images).

methods and evaluate their relative performance. Our analysis To mark a page, certain text lines are shifted slightly up

indicates that line-shift generally has a smaller error than word- f hei | . .
shift detection, and that the correlation detector outperforms the OF down from their normal positions or certain words are

centroid detector provided certain distortions can be accurately Shifted slightly left or right. The shifting pattern is different on
compensated for before detection is attempted. These results havedifferent copies. To detect the marking, the horizontal profiles

been applied to implement a marking and identification system ¢ |ines and vertical profiles of words are compiled from a
and preliminary experimental results have been very promising. digitized image of the page. We have experimented extensively
Index Terms—Centroid detection, correlation detection, detec- with two detection methods. The first method, the correlation

tion performance, document marking. detection, treats a profile as a discrete time signal and chooses
the direction of shift that is most likely to account for the
|. INTRODUCTION observed corrupted signal. To eliminate the effect of certain

WAY TO discourage illicit reproduction of copyrightedd'Stomons’ th? second methc_>d, the centroid detection, does_ not
&@lse its decision on the profile directly. It detects the marking

or sensitive documents is to watermark the docume ) _ : '
before distribution. We have prototyped such a docume pm changes in the spacing between the centroids of profile

marking and identification system. It automatically puts Bloc.ks. For b_of[h methods, W? .ha.lve derived the maxmgm
unique and indiscernible mark on each document copy ap]laellhood decision rule_s that minimize the average prc_)bgblllty
registers its recipient. If an illicit copy is recovered, th@f €rror when all marking patterns are equally likelpriori.
system detects the mark from the copy, identifying the original The centroid method is explained in detail in [13]. In this
recipient. This paper explains the detection methods usedP@Per we present the correlation method and compare the
the identification subsystem and analyzes their performanf@ative performance of the two methods in detecting line shifts
Preliminary experimental results show that very reliable ide@nd word shifts. The performance comparison, confirmed by
tification can be achieved in the presence of severe distortighiderimental results, leads to our adopting the centroid method
introduced by photocopying, facsimile transmission, and otht detect line shifts and the correlation method to detect word
digital processing; see [11]. shifts in our document marking and identification system.

A text document typically consists of a collection of regular In Section II, we define formally a profile and propose a
structures such as words, lines, and paragraphs. The b&$ieple noise model to model how a horizontal or vertical
idea of our approach is to exploit these regular structures profile is corrupted by printing, photocopying, scanning, and
hiding marks. Since a slight movement of an entire structuggher processing. Based on this profile model, we present
seems less perceptible to human eye than, say, ditheringirofSection Ill the correlation and the centroid detectors and
the document image, we can hide enough “signal strengffiteir probability of error. In Section IV, we use the error
in such movements to achieve accurate detection without pr@babilities to make four performance comparisons. For each

detection method we compare the performance of line versus
S. H. Low is with Department of Electrical and Electronic Engineer\—Nord'Shlﬂ detection, and for each type of profile we compare
ing, University of Melbourne, Parkville, VIC 3052, Australia (e-mail:the performance of the centroid versus correlation detector.
slow@ee.mu.ozau). , We found that line-shift detection generally enjoys a smaller
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NJ 07932 USA (e-mail: nfm@research.att.com). error probability than word-shift detection, and that the cor-
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provided certain distortions can be accurately compensatedrked or unmarked. ByX :=Y” or “Y =: X,” we mean
for before detection is attempted. Finally, we describe brieftyX is defined asy.”
in Section V how these results are applied to implement a
marking and identification system. Il. M ODEL

Watermarking as a means to protect copyright has received
much attention recently. Several methods have been pmpoﬁ?%rofiles and Marking
to discourage illicit reproduction of picture and video images S _ )
in [22], [1], [15], [24], [9], [10], [5], [14], [7], [21] and [20]. Up_on digitization the image of a page is represented by a
These general techniques either are not directly applicablef#ction
or do not exploit the regular structure of text documents. More- _ _
over, while transform-based techniques seem ideal for markingf(x’ v) € 0.1 z2=0,1,---, W, y=01
images with rich greyscale, it may not be well suited for binagyat represents the grayscale at positiorny). Here,W and L,
images, such as an text image, because slight perturbatiomvfbse values depend on the scanning resolution, are the width
image intensity can be easily removed by binarization. In [6dnd length of the page, respectively. The image of a text line
a cryptographic system for the secure distribution of electroriig simply the function restricted to the region of the text line
documents is described. In [3], the approach to indiscernibly

mark each document copy by varying the line or word spacing(-¥) € [0,1], ~ z=0,1,---. W,  y=¢t+1,---,b
or by varying certain character features slightly is proposed
In [12], an experiment is reported that reveals that a documel
can be distorted much more severely in one direction than

L

ey

eret andb are the top and bottom “boundaries” of the text
e, respectively. For instance, we may taker b to be the

other, and a marking and identification strategy that explo(i%'d'pOInt of the interline spacing. Theorizontal profile of

this difference is described. The detection schemes reporte R text line

this paper are more sophisticated than those in [3] and [12]. W

In [2], several ways to assign unique identifiers to copies of hy)=>_ fl@y), y=tt+1-b

digital data are studied that are secure against collusion among z=0

recipients to detect and remove the marking. is the sum of grayscale along the horizontal scan-lineshe

Finally we comment on the applicability of the proposegertical profile of the text line
technique, suitable only fdiormattedtext documents. Marks
laced in a text, usingny technique, including the proposed
gne, can always be removed by retyping the document. A large v(z) = Z flay),  a=0L. W
part of this effort may be automated by character recognition y=t
devices. Alternatively the marks can be concealed by ditheriiggthe sum of grayscale along the vertical scan-lizes-or
the positions that contain information by larger amounts thaimplicity we assume that(x, v), and hence the profiles(y)
the encoder uses to enter the information. In contrast, magsd v(z), take continuous values.
placed in pictures or speech are assumed to be indelibleFig. 1 shows a typical horizontal profile of three text lines
The ability to remove text marks limits its applicationsand a typical vertical profile of six words. Note the different
Text marking is well suited for protecting modestly pricedgcales on the two profiles. A horizontal profile consists of
documents such as newspaper or magazine articles. We assdistinct “columns” and “valleys.” The “columns” correspond
that if legal and illegal copies are distinguishable (a documetat text lines and the “valleys” to interline spaces. The bulk
with markings altered or removed can be easily identified tif a column is several hundred bits for the shown digitization
be illicit), and legal copies are affordable, then most peoptesolution. On the other hand, a vertical profile has shorter
will not seek out illegal copies. A similar assumption is madeolumns and narrower valleys that are much less distinguish-
by the cable TV industry, where viewers can either buy a@ble. These examples will be used for illustration throughout
device to unscramble the signal on a premium channel this paper.
pay the cable operator. Attacks on the proposed text markingA text line can be marked vertically by shifting it slightly
method are further elaborated in [4]. Countermeasures agm or down from its normal position to carry one bit of the
be devised to make the distortion needed to conceal madapy’s unique identifier. To compensate for major distortions,
intolerable, to make it difficult to forge valid marks, anda line is marked only if it and its two neighboring lines are
to make the marks more difficult to remove. For exampl@]l sufficiently long. The neighboring lines, called the control
a publisher may watermark a document in postscript, blines, are not marked. Alternatively, a line can be marked
distribute marked copies in bitmap or paper. Then the markihgrizontally by shifting certain words slightly left or right
process takes much less time than applying typical imaffem their normal positions. The line is divided into some
marking techniques on bitmap images of the text, and can ddd number of groups of words such that each group contains
performed in real-time before distribution. Moreover, for tha sufficient number of characters. Each even group is then
recipients, it will be difficult to remove the marks and morshifted, possiblyindependentlyof other even groups, while
expensive to redistribute the illicit copies. each odd group, called the control group, remains stationary.
Throughout the papek(y) denotes an original unmarkedHence multiple bits of information can be embedded in a line
and uncorrupted profile ang{y) denotes its corrupted copy,by word shifting. The control lines and control groups are used

b
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Fig. 1. (a) Horizontal profile (resolutior= 300 dots-per-inch).

to estimate and compensate for distortions in the horizontalbit so that they are uniform across the encoding of a bit.
profile and the vertical profile, respectively. They are estimated using the left and right control blocks and
Both line-shift and word-shift marking can be consideredompensated for before detection is attempted; some heuristic
within the same model where we have a profile, denoted bghemes that have been tried are given in [12].
h(y), that covers three “blocks”; see Fig. 5. For line-shift This series of processing is the motivation for us to include
detection, each block is the horizontal profile of a text lineontrol blocks. The major distortions effect the marked blocks
For word-shift detection, each block is the vertical profile adind the control blocks in a similar fashion. This is exploited
a group of words. The middle block is shifted slightly whildo remove structural distortions on the marked blocks after
the other two blocks, called the control blocks, are stationamstimating them from the control blocks. Furthermore, by
estimating the correlation structure of the remaining noise on
the control blocks, the remaining noise on the marked blocks
B. Profile Noise can be whitened to a significant extent.

When the marked original is printed, photocopied, and Hence we assume that a profilgy) on some intervalb, ¢] -
then scanned, the text is typically distorted by translatiofter distortion compensation is corrupted only by additive
scaling, speckles (salt-and-pepper noise), rotation (skewin@9ise V(y) to become
blurring, and othir randor? distortions. For. example,_ a skew 9(y) = h(y) + N(), y=b, e 1)
angle between-3° and +3° and an expansion or shrinkage
of up to 2% have been observed in our experiments. FroMe assume thafV(y) are independent and identically dis-
experience, photocopying introduces the most noise. A sampibuted (i.i.d.) Gaussian random variables with mean 0 and
of an original text and its tenth copy is shown in Fig. 2.  varianceo?. This white Gaussian noise models all the dis-

Before document profiles are compiled, the scanned imaigetions not accounted for, as well as errors introduced in
is first processed by standard document image processihg compensation. A sample of noid8gy) measured from a
techniques [18, Ch. 4], [16], [17] to remove skewing antlorizontal and a vertical profiles is shown in Fig. 3. The cor-
speckles. Then profiles are compiled from the processed iresponding empirical distributions & (y) is shown in Fig. 4.
age. We assume that the translation and scaling are unkndwam these figures, the Gaussian model seems reasonable as
but vary slowly with respect to the distance of encoding & first approximation.
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Fig. 1. (Continued.)(b) Vertical (lower) profile (resolution= 300 dots-per-inch).

In order for electronic publishing to become accepted, publishers must be assured that
revenues will not be lost due to theft of copyrighted materials, Widespread illicit
document dissemination should ideally be at least as costly or difficult as obtaining the
documents legitimately. Here we define “‘illicit dissemination’ as distribution of
documents without the knowledge of — and payment to — the publisher; this contrasts
legitimate document distribution by the publisher or the publisher's electronic document
distributor. This paper describes a means of discouraging illicit copying and
dissernination. A document is marked in gn indiscernible way by a codeword identifying
the registered owner to whom the document is sent. If a document copy is found that is

@)

In order for electronic publishing to become accepted, publishers must be assured thag
revenues will not be lost due to theft of copyrighted materials. Widespread illicit
document dissemination should ideally be at least as castly or difficult as obtaining the
documents legitimately, Here we define *“illicit dissemination’* as distribution of
dociumcnts without the knowledge of — and Payment (o ~— the publisher; this contrasts
legitimate document distdbution by the publisher or the publisher’s electronic document
dfstn‘butor. This paper describes & means of discouraging illicit copying and
dissemination. A document is marked in an indiscemible way by a codeword identifyin
the registered owner to whom the document is sent. If a document copy is found that ii
trenactad ta have hoan iMlialile, 2amacitaa.a o . . - - .
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Fig. 2. Sample of an original text image (upper) and its tenth copy (lower).
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Noise (Horizontal profile: p2¢1ph; mean adjusted to zero; variance = 2916 pixels~2)
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Fig. 3. Sample profile noise measured from a (a) horizontal profile.

[ll. DETECTION AND PERFORMANCE andh"(y) be that when the middle block is right shifted
In this section we present the maximum likelihood decision
rule and the probability of error for the correlation and the ] h(y), y<byory>ex+e
centroid methods. h"(y) =4 0, by <y<byte €©)

h(y—e), bo+te<y<er+e

A. Correlation Detection Naturally we assume the shiftis smaller than the interblock

Suppose we are given an original unmarked prafiig) and spacing. Th_e profilgy(y) co_mpil_ed from the illicit copy and_
its noisy marked copy(y), each consisting of three blocks after distortion compensation is corrupted by additive white

In this subsection we present the correlation detector. ~ Gaussian noise such that
We think of the original unmarked profile(y) as a noisy
communication channel, and marking as a signal that is gw) =P W +N(), y=b, - es 4)
transmitted onto this channel. Our objective is to detect the
transmitted signal from the noisy received cagy)). if the middle block is left shifted, and

Suppose the original unmarked proffiéy) has three blocks
defined by the intervalBy, e1], [b2, e2], and [bs, e3] as shown
in Fig. 5. We assume thdt(y) = 0 between these intervals.
Let A!(y) be the resultant profile when the middle block is

left shifted bye>0 if it is right shifted.
We have to decide whether the middle block is left or

right shifted based on the observed profilgy). It is well
known that the maximum likelihood decision rule under ad-
z h(y), y<by—eory>ey ditive Gaussian noise can be implemented by a correlation
Ry)=q My+e), br—e<y<e—c (2)  detector [23, Ch. 4]. Standard procedure leads to the following
0, c2—€e<y< e propositions whose proofs are omitted.

g(y):h1(y)+N(y)7 y:blv"'ve?) (5)
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Noise (Vertical profile: p2lw1v.001.004; mean adjusted to zero; variance = =3D 32 pixels"2)
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Fig. 3. (Continued.)Sample profile noise measured from a (b) vertical profile.

Proposition 1: The maximum-likelihood decision given theB. Centroid Detection

observed profileg(y) is We again are given an original unmarked profilg,) and

€2 its noisy marked copy(y), each consisting of three blocks.
left shift if Z hy)gly—e) —gly+¢) >0 Each block represents a line in a horizontal profile or a group
ba of words in a vertical profile. The centroid detection uses the
right shift otherwise. distances between centroids of adjacent blocks as a basis for

) ] ~decision. It works well only if each block of the given profile
Note that detection uses the profiles only around the middign pe accurately delineated. Assume this has been done.

block [b2, e2]. - The original unmarked profilé(y) consists of three blocks
We use the average probability of error defined by the intervall, , 1], [ba, e2], and[bs, es], as shown

Ppi= % (P(decide left shifte) in Fig. 5. The centroid of block,i = 1,2, 3, is defined as
+ P(decide right shift— 6 o
b;

to evaluate the performance of the decision rule, where - ]
P(decide left shift:) and P(decide right shift—e) are the -
probabilities of a wrong decision when the middle block is Zh(y)
shifted right and left, respectively. bi

Proposition 2: The error probability of the maximum like- The profile compiled from the illicit copy and after distor-

C;

lihood detector in Proposition 1 is tion compensation is
- =h N =by,b1+1,--+,e3.
I \/ZhQ(y)_Zhl(y)h (y) 9(y) (W) +N@), y=b,b+1- e
B=a = 202 Here 1/(y), the marked but uncorrupted profile, is given by
Ri(y) in (2) or h"(y) in (3) according as the middle block
- 2 is shifted left or right. N(y) is an additive white zero-mean
whereerf (z) := (2m)7Y/2 [* 7V /2 dy. ght.N ()

Gaussian noise with variandéar (N (y)) = 2. The centroid
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Empirical Noise Distribution (Horizontal profile: p2¢1ph; mean adjusted to=  zero; variance =3D 2916 pixels"\2)
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Fig. 4. Corresponding empirical distributions.

of the three profile blocks are distorted by the additive noise To eliminate the effect of translation, we base our detection
N(y). Let the control blocks have centroids on the relative distanck; — U;_; of the shifted centroid from
the control centroids, instead of on the absolute position of the
Uy = Vi and Uz = Vs ; . ' . ) .
1=ath 3=t Vs shifted centroidl/;. We have a classical detection problem in
wherec; are the uncorrupted centroids akilare the random which we have to decide whether the middle centroid has been
distortion to the centroids due to the additive profile noideft or right shifted given the observed valueslaf — U; and
N(y). The middle block has been shifted by a size 0 so U; — U,. We next derive the maximum-likelihood detection
that its centroid becomes that chooses the direction of the shift that is most likely to
Up=co+Vy—e havg caused Fhe observed — Ul. gnd Us - Us. .
It is convenient to use as decision variables the differences
Fl = (U2 - Ul) - (CQ - Cl)
Us=c2+Vate F7,:I(U3—U2)—(63—62)
if it is right shifted. SinceN(y) is white, the centroid noises
Vi,i = 1,2,3, are independent.
We have shown in [13] that the centroid noiSéscan be

well approximated by zero-mean Gaussian random variab
with variancer? given by

if it is left shifted, and

of the corrupted centroid separations and the uncorrupted
separationsI’; is the change in the distance of the middle
lock from the left control block andl.. is that from the right
trol block. Without noisé’; = —e andI’,. = ¢ if the middle
block is left shifted, and’; = ¢ andI', = —e if it is right

s Olwi, 2 shifted. Hence it is reasonable to decide that the middle block
Vi =g 0+ (wi = 1)/12) (") s left shifted ifI; < T, and right shifted otherwise. With
e noise, according to the following proposition, these changes
H;, = Zh(y) (8) in the distance of the middle block from the control blocks
b; should be weighted by the noise variances in the centroids
w; =e¢; —b;+1 (9) of the control blocks before being compared. Note that the
5= — e +b; (10) decision does not depend on the middle block, except through

2 I and I,.
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Empirical Noise Distribution (Vertical profile: p2lw1v.001.004; mean=  adjusted to zero; variance =3D 32 pixels"2)
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Fig. 4. (Continued.) Corresponding empirical distributions.
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Fig. 5. Profile h(y).

The proofs of the following two propositions can be found Proposition 4: The error probability of the maximum like-
in [13]. lihood detector in Proposition 3 is

Proposition 3: The maximume-likelihood decision, when
the observed value dfi';,I',.) is (v;,7,), IS
2 2
Pg=erf | —¢ Vit Vs
vivi +v3(vi +v3)
whereerf () :=(2r)~1/2 [*__e7¥°/2 qy,

left shift if 71/1/12 < fy,,/l/g
right shift otherwise

where? and 2 are the centroid noise variances of the left
and right control blocks, respectively, given in (7).

Note that the test in the proposition does not require
measurement of the profile noise variarncesince it appears In this section we make four performance comparisons
in both 2 andw3 in (7). Only the three parametef$;, w;,5; based on the probabilities of error derived in the last section.
of each uncorrupted control block are necessary. For each detection method we compare line and word-shift

We evaluate the performance of this decision rule using thetection, and for each type of profile we compare the centroid
average probability of error given by (6). and correlation detectors.

IV. PERFORMANCE COMPARISONS
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a, ; TABLE |
\ //‘ SUMMARY OF PERFORMANCE COMPARISON
\ / Expression Typical value
/ 64 | 9anel /2w, (I?l 28
\ 601 aieh /U;i 247
\ / Ocw | 2a2ejw,o? 1
\\//, Oow atw, [240% 301
3 /2 4 — ———
} in Figs. 1 and 4):
| Definition Typical value
1 ap,  horizontal profile noise height 850
‘ wy, horizontal profile width 40
| : ¢, size of line shift 1
b, B *©h ®h o3 horizontal profile noise variance 2916
2 a, vertical profile height 34
Fig. 6. Model of a horizontal profile. Wy v_ertlcal profile V_V'dth 200
€, Size of word shift 2
o2 vertical profile noise variance 32

A. Model and Summar
y The derivation is summarized in Table | and illustrated using

The error probabilities are functions of the uncorruptegdyample values of profile parameters. From the table the
profile h(y) which is determined by the particular documenteniroid detection of line shifts has a smaller error probability
under detection. Centrmd_detectlon c_iependsh()g) mainly  than that of word shiftg6,; > f..,), illustrating the qualita-
through two parameters, its total weight and width. We cape statement of Section IV-B. For correlation detection the
characterize the dependence of its error probability on the{ﬁ?mparison is less conclusive as (— gow) provides only
parameters. This characterization then provides a general Qutyer hound on the error probability and the typical values
qualitative comparison of the centroid detection of line ang §,; andd,, are close. The table suggests that correlation
word shifts (see Section IV-B). Correlation detection on th§etection outperforms the centroid detection for both line and
other hand depends on the entitgy). To make concrete \yorq shifts. However correlation detection requires accurate
comparison we use simple models for horizontal and verticg)mpensation of translation of text introduced by the noise
profiles as explained next. _ _ _ process whereas centroid detection does not, and hence cen-

A horizontal profile block is typically thin and tall with 4iq getection seems to perform better in practice on line
variations much smaller than the bulk of the profile heightyitis This has led to our using centroid detection for line

(see Fig. 1). Hence we model each horizontal profile block Ryitts and correlation detection for word shifts in our prototype
a deterministic block given by system.

We present the derivation in the next four subsections.

&(e ) < 1 (b, + ep)
h(y) = { Wh ARG 2 S (11) B. Line Versus Word Shift—Centroid Detection
ap
w—}(y —bn), y> §(bh +en) Our comparison is based on the expression for error proba-
' bility for centroid detection in Proposition 4
wherew;, :==¢;, — b;, is the width of the block, as shown in V2 412
Fig. 6. Pg=erf | —c s (12)
9 _ i . viv2 +vi(v? +132)
We model each block of a vertical profile by a stationary

process [19]i(y) such thath(y),b, < y < ey, are uncor- whereerf (z) := (2r)~1/2 [*_ e=¥*/2dy. In a real document

related, identically anq umfp rmly distributed ovier a.]. Let profile the deviation$; of the uncorrupted centroid from the
w, = e, — b, denote its width. . ) - . . )
center is typically negligible compared with the profile width

Using these simple models we compare the probablhtl%}s' Hence, from the expression for2 in (7), Py mainly

Qf error for b.OT[h types of profiles under both methods_. .Thgeipends on the total weighff; and widthw; of the profile
figure of merit is a parameté¥ such that the error probability over each block. We will first ZcharacterizeD;;’s dependence

Pg = erf (—/#) (for horizontal profiles) otPg > erf (—v/6) ; ! .
. . .= . on H; andw; and then compare line- and word-shift detection.
(for vertical profiles). Le¥,; andd,; be the figures of merit for Suppose the height of profile blocki — 1,2.3, is uni-

centroid and correlation detection, respectively, of line shift .
and leté., and@,, be those for centroid and correlation?(jrrnly increased by a factor of; > 0 so that they become

detection, respectively, of word shifts. Then the subsections \ih(y), y="bi, e

in the sequel derive theg#s as functions of the following

profile parameters (the typical values, in unit of pixel or 1/300he next proposition says thdtz decreases with increasing
inch at 300 dpi digitization resolution, are from the examplgzrofile height.
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Proposition 5: The probability of errot’z (A1, A2, As) as a The following proposition describes the dependence of error
function of the scaling factorg; > 0 to the profile height is probabilities on profile height and width (assuming profile
decreasing in each of its arguments. width much bigger than size of shift).

Proof: The total weightd; = ¥’ \;h(y) is increased  Proposition 7: 1) The probability of error in correlation
by a factor);, and+? is decreased by a facto@ according detection of line-shift iserf (—+/6,;) where

to (7). Hence

(7) _ ajen (wn = 2an)(wp +cn)  ajen
u1 + us ' (13) ol O_}QL w;QL O'}QL .
upuz + uz(uy +u3) . . . .
o ) o _ ) 2) The probability of error in correlation detection of word-
is increased ag is decreasing in each of its arguments. Sinc&ift is lower bounded byf (— /5 ) where

PE()\17)\27)\3):erf (_GX(V127V227V§)) 2 ;

(15)

X(Ul,UQ,U,g) =

— as asw,
Ooww = 24”2 (wy, + 6¢,,) ~ 22 5 - (16)
and erf is increasing in its argument, the result follows[] 0y i
~ The next proposition shows that the probability of error  proof: For the horizontal profile model (11), the proba-
increases with profile width. bility of error is erf (—v/@,;) where

Proposition 6: Suppose the weight of profile block is
spread over a wider interval in such a way that the width — , . ! {/hQ(y) dy — /hl(y)hr(y) dy}

w; IS increased but the total weiglf/; and the centroid o 203
are unchanged. The probability of errétz(w;,wq,ws) as 1 o, en=en
a function of profile widthw; is increasing in each of its :gﬁ{/b, h=(y) dy—/b] . h(y +en)
arguments. ) o
Proof: From (7), ©? increases withw;, and hence “h(y —en) dy}

x(v2,v3,12) defined in (13) decreases. The result follows
as in the previous proof. O _ ajen (wp — 2e)(wp, + 1)

Since horizontal profiles are generally taller and narrower o3 wi

than vertical profiles (see Fig. 1), in view of the two pr0p05|—mving the first assertion.

tions, line-shift detection generally has a smaller error prObE'31_F0r the vertical profile model the conditional probability of

_b|||ty than \_Nord—shlft detection using the centroid method, S or is erf(—\/@), conditioned on the random variab
illustrated in Table I.

defined as
C. Line Versus Word Shift—Correlation Detection O.— 1 2 _ l r
N - _ = 202{/’1 (v) dy /h () h"(y) dy}- 17)
From Proposition 2 the probability of error for correlation v
detector is Hence the probability of error for correlation detection of word

shift is Eferf (—v/©)] where the expectatiofi[] is taken with
respect to®.
Define the function

. \/ > = Y R @)

202 (14)

— _ —z?/2
whereh!(y) andh"(y) are computed from the original profile p(6) :=erl (_\/5) = /_Oo ™"/ da.
h(y) according to (2) and (3), respectively. This probability
depends on the value &f h2(y) — X h!(y)h” (y) which, since Sinceé > 0 and

h' andh™ coincide withh over the two control blocks, depends Py 1
2 0/2)9—(3/2)

only on the middle block 7021 (0+1)>0
N N ¢ is convex. Applying Jensen'’s inequality, the probability of
;h (v) - ;h (A" () error is
ca—¢ Eerf (—VO) = Eg(0) > ¢(EO) = erf (—VE®).
=> "1y = > hy+ohly—o). ( ) ( )
b bate Denoting £© by 6,.,, we have from (17)
Unlike in the centroid detection where the error probability B o2
depends on the profilé(y) only through three parameters Oow = EO = 24;_2 (w,, + 6e,)
H;,w;,,b;, here, it depends on the entiféy) over the mid- v
dle block. To make concrete comparison we use the mogebving the second assertion. O
described in Section IV-A. Hence a higher horizontal profile (largey,) increased,,

To simplify notation we assume that boghand h(y) take and decreases error probability, whereas profile widthhas
continuous value. Since we are only concerned with the middittle effect. For vertical profile, on the other hand, both peak
block in this subsection, we drop the subscript frbme, etc. and widthw, increase$,,, and decreases the error probability
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bound. In analogy to a communication system, this is becausd-or centroid detection the probability of error depends on
the “signal energy’E [ h*(y)dy is a?w,/3.

Sinceerf (z) = [* e~v’/2 dy is increasing inz, line
shift enjoys a smaller probability of error than word shift

if 601> 0., OF if ratio of noise variances in a vertical andyhere ;2 is the variance of centroid noise on profile block
horizontal profile exceeds a threshold determined by the peaksye assume for simplicity that all the three blocks are

vi+s
3.3 37,2 3
vivi +vi(vd 4+ v3)

and widths of uncorrupted profiles generated by the same procegy),b < y < e, introduced
02 a? w, + 6e, w}% a2w, in Section IV-A. From (7)
o " al  24e,  (wp —2e)(wp +ep)  24aie, ,  olw, 02w, (w2 —1)

2 2

From Table | this is not true for the profile and noise example YT 12H? (1w = 14+126%) = 12H?
in Figs. 1 and 4. Indeed one might suspect that if we encogfiere the deviatiors of centroid from the center anfl =
just a single bit per line by exploiting redundancy in multiplgs 1,y dy are random variables. Here the inequality holds for
word shifts per line, then the error probability for word shiftg|| sample paths of positive probability. Then

might be smaller than that for line shifts under correlation ) ) y

detection. While we have not verified this directly, our exper- vi+ 13 _ 2 . 8H

imental results so far suggest that whether this might be true  ¥{v3 + 13 +v3) 302 = o2w,(w? — 1)

depends heavily on the noise on the profiles. For instan

. . . Wﬂere, again, the inequality holds for all sample paths of pos-
the experiment reported in [11] shows that, depending e probability. The probability of error in centroid detection

thed_orlenta_tlon of thle tphotoco:awgg, Worg-sh[[ftl dettectlon \IMt thus lower bounded b¥ erf (—/©) where the expectation
coding (using correlation metho )_can € al least as re |ak? Etaken with respect to the random varialledefined as
as, or far more worse than, line-shift detection (using centroid

method that performs better or worse than correlation detection 8c2 H?

of line shifts depending on noise). T oZw,(w2—1)

The same argument as in the proof of Proposition 7(2) shows

that this probability is lower bounded byf (—+/6.,,) where
We assume for simplicity that each of the three blocks in P Y oy (2 )

a horizontal profile, when unmarked and uncorrupted, have 5 _ o _ 8e2EH? 2a2w,e2 2a2e?

D. Centroid Versus Correlation Detection—Line Shift

the same profile in (11). The error probability in correlation <"~ "~  o2w,(w2—1) (w2—1)02  wyo2

detection iserf (/o) where, from (15) Hence correlation detector has a smaller error probability

aZep (wy, — 2¢,)(wy, +¢,)  die, bound than centroid detector @, > .., i.e., if
901 = 2 2 ~ 7 -
O wy, O a9 2
00w Wy -1
The centroid noise has the same variangefor all three 0o 4827 7
blocks. Hence
V2 4 12 2 9a2wy, V. CONCLUDING REMARKS
vid+v3(vE+ vl 3 208 (wi-1) A way to discourage illicit redistribution of text documents

o ) ] ) is to mark each document copy so that the original recipient
The error probability in centroid detection ief (—v/f1) can be identified from an illicit copy. We have presented two
where [from (12)] maximum-likelihood detectors to detect document markings
96%a%wh 9a%6% from a noisy copy, one based on profile measurement and the
other based on centroid measurement. Using their probabilities
of error, we have compared their relative performance in
Hence correlation detector has a smaller probability of ergbtecting line and word shifts. Our analysis suggests that

0. = ~
2 (2 z°
207 (w;; — 1) 2wpoj

if 6o0/0.0>1, ie., if for word shifts, correlation detection outperforms centroid
6, 2wy detection; for line shifts, both methods have about the same
0 ~ 9er, >1 performance provided certain distortions on line and word

N . profiles can be compensated for.
which is typically true (but see comment at the end Of grom experience, translation of the entire text can some-

Section IV-A). times be hard to compensate for accurately on a horizontal
profile, in which case correlation detector performs poorly. A
E. Centroid Versus Correlation Detection—Word Shift horizontal profile consists of distinct tall and narrow columns
From Proposition 7 the probability of error in correlatiorthat can be approximated by delta functions situated at their
detection is lower bounded byf (—/6,,,) where centroids. This suggests using the centroid detection for line
) ) shifts. The effect of translation of the entire text is eliminated
B = —v (wy + 66,) ~ Gy by making detection decision based on the distance of the
2403 2403 shifted centroid relative to its two control centroids.
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These results have been used to design and implement@ E. Koch and Z. Zhao, “Toward robust and hidden image copyright
document marking and identification system that is robust
against severe distortions in either the vertical or the horizonal,
direction. Directional distortion seems to be typical on today’'s
copiers. Our system uses a strategy proposed earlier in [
which takes advantage of the possibility that the vertical al
horizontal profiles can be distorted to different degrees. A line
. . . . e . 13]
is marked both vertically using line shifting and horlzontall)[
using word shifting. To detect the marking, the probability of
detection error on horizontal and vertical profiles are estimatéd!
using control lines and control groups, respectively. Detectiqps]
is then made using the less noisy profile. The system uses
the centroid method to detect line shifts and the correlati¢#!
method to detect word shifts. It has reliably detected markings
using line and word shifts of 1/150 in from photocopies oft7]
up to the 10th generation, from facsmile copies, and fro

document bitmaps that have gone through lossy compression.
These experiments have been reported in [11].
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