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Document Identification for Copyright
Protection Using Centroid Detection

Steven H. Low,Member, IEEE Nicholas F. Maxemchuki-ellow, IEEE,and Aleta M. Lapone

Abstract—A way to discourage illicit reproduction of copy- these techniques either are not directly applicable to or do not
righted or sensitive documents is to watermark each copy before exploit the regular structure of text documents. Moreover, most
distribution. A unique mark is embedded in the text whose 546 marking techniques are ideal to mark images with rich
recipient is registered. The mark can be extracted from a possibly . . A
noisy illicit copy, identifying the registered recipient. Most image grayscale .and may. not be_ well-suited f9f b'nary 'mag_es' Su.Ch
marking techniques are vulnerable to binarization attack and, as a text image, since slight perturbation of image intensity
hence, not suitable for text marking. We propose a different can easily be removed by binarization. In [6] a cryptographic

approach where a text document is marked by shifting certain - system for the secure distribution of electronic documents is
text lines slightly up or down or words slightly left or right from described. In [3] the approach to indisceribly mark each

their original positions. The shifting pattern constitutes the mark . . .
and is different on different copies. In this paper we develop document copy by varying the line or word spacing or by

and evaluate a method to detect such minute shifts. We de- varying certain character features slightly is proposed. In [13]
scribe a marking and identification prototype that implements the an experiment is reported which reveals that a document can
\F/Jvrr?i?:ﬁssel? “:?Stthg%t\(’:Vsm%?ged”;tgéﬁg’;‘i”gg’orer;(gergmgmgblreiygls be distorted much more severely in one direction than the
on line sh%gts even in the presence of sepvere distortions intrgduced other,_ and a m_arkmg "?‘”d |dent|flcat|on_ strategy that epr0|t§
by printing, photocopying, scanning, and facsimile transmission. this difference is described. The detection scheme reported in
this paper is more sophisticated than those in [3] and [13].

In [2] several ways to assign unique identifiers to copies of

digital data are studied that are secure against collusion among
recipients to detect and remove the marking.

l. INTRODUCTION We mark a page of text by shifting certain lines slightly up

N IMPORTANT application of future communicationsor down from their normal positions or certain words slightly
networks will be electronic publishing and digital library/eft or right. The shifting pattern constitutes the mark and is
provided copyright can be protected. A way to discourag#fferent on different copies.
illicit reproduction of copyrighted or sensitive documents is to To detect line shifts, the horizontal profile of lines is
watermark the document before distribution. A unique magompiled from a digitized image of the page. These profiles are
is permanently embedded in the document and its recipi@@mmonly used in computer analysis of structural document
is registered. The mark must be indiscernible, yet it mulgyouts [19], [18], [17]. A typical horizontal profile consists
survive common processes a document might be subjec@dlistinct tall and narrow columns. This suggests the approx-
to, such as printing, photocopying, scanning, and facsimil@ation of each such column by a delta function situated at
transmission, so that it can be detected from a noisy illidiie column’s centroid. Marking shifts these centroids (delta
copy to identify the original recipient. We have prototypedunctions) while document processing adds noise to the profile
such a system. Preliminary experimental results show that véyd perturbs these centroids randomly. Marks are detected by
reliable identification can be achieved in the presence of sevemmparing the centroids of the original unmarked profile with
distortions introduced by such processes. This paper presdhgse of its noisy marked copy.
one of the two detection techniques used in our system. Word shifts can be detected by a similar procedure. As to
Watermarking methods have been proposed to discourdxge shown in the sequel, however, detection error for word
illicit reproduction of picture and video images in [23], [1],shifts is significantly larger than that for line shifts using
[15], [24], [9], [10], [5], [14], [7], [22], [21], and [8], but centroid detection. This has led to the development of a
different method to detect word shifts; see [12] for details
Paper approved by M. R. Civanlar, the Editor for I(;njlge P;oc:fggsg}grg\l:its%%]d comparison of these two methods.
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Singapore, November 1995. simple noise model to model how a horizontal or vertical
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additive profile noise is white Gaussian, then the centroid Il. PROFILE AND NOISE MODELS
noise is approximately zero-mean Gaussian whose variance
depends on the structure of the original unmarked profile aB\d

is easily computable. This is arrived in three steps. We first

derive the exact density function of centroid noise. The exactUpon digitization, the image of a page is represented by a
density depends on the original unmarked profile as well B#gction

on the variance of the additive profile noise. It is, however, f(z, y) € [0,1], z=0,1,---.W, y=0,1,---,L

too compliqated to pe used for detect?on. Making use_grf,at represents the grayscale at positiory). Here, I andL,
characteristics of typical unmarked profiles, we then deri\g,,se values depend on the scanning resolution, are the width
a remarkably simple Gaussian approximation to the exaglq jength of the page, respectively. The image of a text line

density. Finally we justify the approximation by sketching it simply the function restricted to the region of the text line
error bounds. Real document profiles are used to demonstrat
$:0717...7I/V7 y:t7t+17...7b

the accuracy of this approximation. The approximation allow: (@) €[0,1],
us to derive in Section IV the maximum-likelihood detectowheret andb are the top and bottom “boundaries” of the text
for the centroid method and its error probability. line, respectively. For instance, we may taker b to be the
We present in Section V some experimental results whigaidpoint of the interline spacing. THeorizontal profileof the
show that centroid detection of lines shifts performs rdext line )
markably well in the presence of noise, but that of word W
shifts is much worse. This empirical observation can be h(y) :Zf(x’y)’ y=tit+l-b
explained qualitatively by the analytical result in Section IVig the sum of gr;;/gcale along the horizontal scan-lipeghe
We briefly describe a marking and identification prototype thg tica) profile of the text line
implements the proposed algorithm for line shift detection and b
another algorithm [12] for word shift detection. v(z) = Z Flz,y), z=0,1,---,W
We now comment on the applicability of the proposed y—t
technique. Different techniques are suited for watermarking the sum of grayscale along the vertical scan-limesor
different media such as music, video, pictures (paintings agnplicity we assume that(x, ») and, hence, the profilégy)
photographics), and text. The proposed technique caters oghd «(z) take continuous values.
for the watermarking offormatted text documents. Marks  Fig. 1 shows a typical horizontal profile of three text lines
placed in a text, usingny technique including the proposedand a typical vertical profile of six words. Note the different
one, can always be removed by retyping the document. A larggales on the two profiles. A horizontal profile consists of
part of this effort may be automated by character recogniti@fistinct “columns” and “valleys.” The columns correspond
devices. Alternatively, the marks can be concealed by ditherifig) text lines and the valleys correspond to interline spaces.
the positions that contain information by larger amounts thathe bulk of a column is several hundred bits for the shown
the encoder uses to enter the information. In contrast, maggitization resolution. On the other hand, a vertical profile
placed in pictures or speech are assumed to be indelible. Ha® shorter columns and narrower valleys that are much
ability to remove text marks limits its applications. Text marktess distinguishable. These examples will be used later for
ing is well suited for protecting modestly priced documentg|ystration.
such as newspaper or magazine articles. We assume that j text line can be marked vertically by shifting it slightly
legal and illegal copies are distinguishable (a document wigfp or down from its normal position to carry one bit of the
markings altered or removed can be easily identified to kepy’s unique identifier. To compensate for major distortions
illicit), and legal copies are affordable, then most people wij line is marked only if it and its two neighboring lines are
not seek out illegal copies. all sufficiently long. The neighboring lines, called the control
Attacks on the proposed text marking method are furthghes, are not marked. Alternatively, a line can be marked
elaborated in [3]. Countermeasures can be devised to makgizontally by shifting certain words slightly left or right
the distortion needed to conceal marks intolerable, to maf®m their normal positions. The line is divided into some
it difficult to forge valid marks, and to make the marksdd number of groups of words such that each group contains
more difficult to remove; see [16] for details. For exampley sufficient number of characters. Each even group is then
a publisher may watermark a document in postscript, bsiifted while each odd group, called the control group, remains
distribute marked copies in bitmap or paper. Then the markiggationary. The control lines, and control groups, are used
process takes much less time than applying typical image estimate and compensate for distortions in the horizontal
marking techniques on bitmap images of the text and can pgfile and the vertical profile, respectively.
performed in real-time before distribution. Moreover, for the Both line-shift and word-shift marking can be considered
recipients, it will be difficult to remove the marks and morgyithin the same model where we have a profile, denoted by
expensive to redistribute the illicit copies. h(y), that covers three “blocks.” For line-shift detection each
Throughout the papeh(y) denotes an original unmarkedplock is the horizontal profile of a text line. For word-shift
and uncorrupted profile ang(y) denotes its corrupted copy,detection each block is the vertical profile of a group of words.
marked or unmarked. ByX := Y or “Y =: X" we mean The middle block is shifted slightly while the other two blocks,
“X is defined asy.” called the control blocks, are stationary.

Profiles and Marking
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pixel In order for electronic publishing to become accepted, publishers must be assured that
950.00 — T T T T Torizontal profile revenues will not be lost due to theft of copyrighted materials, Widespread illicit
900.00 |- - document dissemination should ideally be at least as costly or difficult as obtaining the
850,00 | B documents legitimately. Here we define “‘illicit dissemination™ as distribution of
) documents without the knowledge of — and payment to — the publisher; this contrasts
800.00 — i legitimate document distribution by the publisher or the publisher’s electronic document
750.00 — — distributor. This paper describes a means of discouraging illicit copying and
700.00 — 4 dissemination. A document is marked in an indiscernible way by a codeword identifying
650.00 - | the registered owner to whom the document is sent. If a document copy is found that is
600.00 |- - In order fo:I k ic publishing ta b accepted, publishers must be assured that
550,00 | B Fevenues will not be lost due to theft of copyrighted materials, Widespread ilticit
500.00 4 ::“m““ dil“el"“"‘ﬁ‘!"‘ ‘:{Wld idcally be at least as costly or difficult as obuini ing the
N | uments legitimately. Here we define “‘itlicit dissemination®* istributi
450.00 documents without the knowledge of — and payment to — the pubﬁ:l:e: l:;::b::::a;::
400.00 |- - le.glt.}mm: document distribution by the publisher or the publisher’s electronic document
350.00 |- . distributor. This paper describes a means of discowaging illicit copying and
300.00 — . e :h::. A " is marked in an indiscemible way by a codeword identifying
25000 - . o e e e o SOt i sen. I & document copy i found tht s
200.00 — -
150.00 — | Fig. 2. Sample of (top) an original text image and (bottom) its tenth copy.
100.00 — —
50.00 - 4 age. We assume that the translation and scaling are unknown
000 |- LL_ . but vary slowly with respect to the distance of encoding of
' . * * ' vy a bit so that they are uniform across the encoding of a bit.
0.00 50.00 100.00 150.00 200.00 . ) A
@ They are estimated using the left and right control blocks and
compensated for before detection is attempted; some heuristic
pixel schemes that have been tried are given in [13].
3600 [T ' ' - Verical profile This series of processing is the motivation for us to include
34.00 (- - control blocks. The major distortions affect the marked blocks
32001~ 7 and the control blocks in a similar fashion. This is exploited
oo 7 to remove structural distortions on the marked blocks after
oo ] estimating them from the control blocks. Furthermore, by
26.00 |— 1 . . . .. .
ool | estimating the correlation structure of the remaining noise on
' contr s, aini ise on ar cks
ool | the control blocks, the remaining noise on the marked block
2000 - i can be whitened to a significant extent.
18.00 - i Hence, we assume that a proftiés) on some intervajb, ¢]
16.00 |- Ny after distortion compensation is corrupted only by additive
14.00 - u . noise N(y) to become
12.00 |~ 4
1000} - 9w) =hy)+N(y), y=b-e 1)
o0y ] We assume thaV (y) are independently identically distributed
6.00 |— — - . . . .
oo (i.i.d.) Gaussian random variables with mean 0 and variance
ool A o2. This white Gaussian noise models all of the distortions not
o0l J | accounted for as well as errors introduced in the compensation.
| | I | . A sample of noiseN(y) measured from a horizontal and a
o0 20000 400.00 0.0 vertical profile is shown in Fig. 3. The corresponding empirical
() distributions of N'(y) are shown in Fig. 4. From these figures
Fig. 1. (a) Horizontal and (b) vertical profile (resolutien300 dpi). the Gaussian model seems reasonable as a first approximation.

B. Profile Noise I1l. CENTROID NOISE DENSITY

When the marked original is printed, photocopied, and e ohservation that a horizontal profile consists of dis-
then scanned, the text is typically distorted by translatiofnct tall and narrow columns suggests the approximation of
scaling, speckles (salt-and-pepper noise), rotation (skewing}ch column by a delta function situated at the column’s
blurring, and other random distortions. For example, a ske¥éntroid; see Fig. 1. Marking shifts the centroid of the middle
angle between <3and +3° and an expansion or shrinkagey|ock slightly and leaves the centroids of the control blocks
of up to 2% have been observed in our experiments. FrQfichanged. The effect of translation of the entire text is
experience, photocopying introduces the most noise. A samp|gninated by making detection decision based on the distance
of an original text and its tenth copy is shown in Fig. 2. of the shifted centroidelative toits two control centroids.

Before document profiles are compiled, the scanned imagén order to derive the maximum-likelihood detection, we
is first processed by standard document image processih@gracterize in this section the effect of additjuefile noise
techniques [19, Ch. 4], [17], [18] to remove skewing andn the centroid positions. The major conclusion of this section
speckles. Then profiles are compiled from the processed immthat, for typical profiles, the centroid noise is approximately
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Fig. 3. Sample profile noise measured from (a) a horizontal and (b) a vertical profile.
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zero-mean Gaussian whose variance is easily computable frAmExact Density

the original unmarked profile. This is done in three steps.
We first obtain the exact density function of the centroidaniroid of this uncorrupted profile

noise. It depends on the structure of the original unmarked
profile as well as on the variance of the additive profile
noise. The exact density is, however, too complicated to be
used for detection. Making use of characteristics of a typical
unmarked profile, we derive a remarkably simple Gaussian
approximation to the exact density. Finally we comment on
the error of the approximation and illustrate the accuracy of
the approximation with real document profiles.

This approximation allows us to derive a maximumwhere the numeratat/ denotes the total “moment” and the
likelihood detector in the next section.

denominatorH denotes the total “weight.”

C

1200

th(y)
_ y=b _

S h(y)
y=b

1400

(y) is defined as

375

Consider a single profile block(y),y = b,---,e. The
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Empirical Noise Distribution (Horizontal profile: p2c 1ph; mean adjusted to zero; variance = 2916 pixels"2)
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Fig. 4. Corresponding empirical distributions.
Suppose the profile is corrupted by white Gaussian noiseBy definition
N(y) to becomeh(y) + N(y) as in (1). Let its centroid be
given by v > uh(y) + N(w) > _yh(y)
Sy +N@) > )
U=c+V YNy N

TH+HYN@y) N
whereV is a random variable representing the distortion gfhere
the centroid by the additive Gaussian noise. We now derive
the density functionfy. of V. aly) =yH — M. 2
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Hence, the random variablg€ is the ratio of two Gaussian Here
random variablesV; and N>, whose means and variances are

functions of the uncorrupted profiley; has zero mean and wi=e—b+1
variance denotes the width of the profile and
ol =02y a?(y). 3) pi=e-T°
N> has mean and variance given by denotes the deviation of the uncorrupted centroid from the
e 2 22 center. Hence, the noise variance depends on the original
n=*H oy =0 H(e—b+1). (4) profile 2(y) only through three parameters: its weight its
the next subsection we justify the approximation by exhibiting
EN, (N3 — 1) Za(y) upper bounds on the error.
r= = . The varianceg(oy /p)? is typically very small for real pro-
010 — b1 2 1
o \/(6 +1) 2. 0%() files. Hence the density concentrates in the neighborhood of
The joint density of(N;, Ns) is v = 0. Aroundv = 0, |E(v)| is large. Applying the following
well-known approximation:
INLN, (7117712) o 1
1 . { 1 / eV /2 dy~ =" /2 for largex
— - T
2roi09V1 — 12 P 2(1—1?) x
n% ) )711(712 —u)  (ng— N)Q to I(|E(v)|), we have
o " 0m T3 ) =l
E@D = [ ey
Being a ratio of two random variable$] has a density —1E)I
function given by [20, pp. 137] B — 2 exp <—1E2(v)>. (12)
oo |E(v)| 2
Jy(v) = /_Oo || f e v (v, ) d. Substituting into (5) and simplifying, we obtain
_ . I , . 1 [B(v) 1
Routine but tedious manipulations yield the density of the fy (v) ~ —— exp | —=(E%(0) — E%*(v)) }. (13)
centroid noise Var A%2(v) 2
1., We approximate the scaling factB(v)|/A%/%(v) in front of
Cexp <_§E (0)) 1 |B)| the exponential term by its value at= 0
T ) R T 0 B

~L (14)
ooy o A3/2(v) oy
o (-3 E0 - B EW) © [

where E2(0) = E2(0) - prv?
2,2 2 Av)’
A(w) =o5v° — 2ro1o9v + o (6) . . _ b _
B(v) = u(0? = rovoaw) @) Using this, we.approxmatE (v) in the exponent (13) by its
Taylor expansion about = 0
C=0c100V/1—12 (8) d
B 20N o 2 @ 2
Ew) = (v) ©) E“(v) ~E~(0) + dvE (0)v
C/A(v) 1 d?
v 1 =+ ——QEQ(O)UQ (15)
I(v) = / exp <—§x2> dz. Zdv:
v = E*(0) - £, (16)
(o}

1

i . o _ Substituting (14) and (16) into (13) yields (10) as desired. To
In this subsection, we show heuristically that the density &}, (11) we have from (2)

(5) has a remarkably simple approximation . . .
v? ) (10) Zoﬁ(y) =H? <Z y? — 2cZy+cQw>
T g 2 y=b b

; <
—(———— €exp
V2n(oy/ 1) 2(o1/n)? b
. . . . . vyherec is the uncorrupted centroid. Some algebra reduces the
i.e.,V is approximately a zero-mean Gaussian random Va”a%Sove expression to

with variance )
(o1/m)? = ow <62 b (w? - 1)). (11) > a2 (y) = H*w(8® + (w” — 1)/12).

B. Approximation Density

Jv(v) ~

H? 12 y=b
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TABLE |
EXAMPLE PROFILE PARAMETERS
Horizontal profile | Vertical profile
. - 2 . 2 H 2 S
Profile noise variance o 2916 pixels 32 pixels S ~ Ist bound
. . i 9 4 ' 3rd bound
Centroid noise variance (oy/u) 0.0781 2.3381 / \ /
/
(w? ~ 1)/12 176 884 / Y
/ \
62 1.31 0.024 / \
/ \\ 2nd bound
/ \
Hence, from (3) // \
AN
2 2 2 / N
of =0 a*(y) % .
=02 H?w(6? + (w?® — 1)/12) =
. | v
yielding (11) as desired in view of (4). C

Table | gives example values of some of the parametersy. 5. Error bounds as a function of
measured from the data in Figs. 1 and 4. We see that the
deviationé of the uncorrupted centroid from the midpoint of
a profile is typically negligible. More importantly, a vertical
profile typically has a largecentroid noise variance than a ¥

horizontal profile. This can be explained qualitatively by o
b P d y oy les beneath the minimum of them, as illustrated in Fig. 5.

approximating density: from (11), the centroid noise varian ! .
is increasing in the profile widtly and decreasing in the profiIeT e first bound is small fov around zero. The second bound

weight H. Since a vertical profile block of words is wider andS SMall for0 < v < v := a1/roz. The third bound is
has much less weight (see Fig. 1) than a typical horizonl%{f]a” fo_r Ia_rgev neary, and beyond. The der|vat|on_|_s based
profile block, we should expect centroid noise variance the intuition that, around = 0, Where the densitiegy

be larger for word profiles, as observed. For the effect &fdgv concentrate, both approximation (12) and the Taylor

detection performance, see Section V-A. We remark that théghansions are gccurate. Furthermqﬁe, and gy decay so
'? idly that outside a small neighborhood ©f= 0, e.g., a

We have derived a bounding function on the efrfyr(v) —
v(v)| that is composed of three separate bounding functions,
ne covering each region af. The error|fy(v) — gv(v)]

arameter values, however, are sensitive to the experime & : o o
P D W multiples of the standard deviation /1, both densities

environment such as the condition of the copier and scann&t’, o D
and specific document, etc. and, hence,_ their difference become negligible. o
We now illustrate the accuracy of the approximation for

typical profiles. Usings? = 2916 for horizontal profile and
o% = 32 for vertical profile (from Table 1), we computg
Let and its Gaussian approximatigg for the second block of the

1 v? horizontal profile and for the first block of the vertical profile,
gv(v) = V(o1 /) eXp <_ 2(0'1/#)2) consisting of one word, shown in Fig. 1. The approximation

L . ) ) iS SO accurate that the two curves are indistinguishable on the
be the approximating Gaussian density. By assessing the eggf,e piot. Instead, we plot the normalized absolute error
in the Gaussian density approximation (12) and the Taylor
|[fv(v) — gv(v)]

series approximation (14), (15) we can derive upper bounds on

the error| fy-(v) — gv(v)| as a function ofs. In this subsection fv(0)
we comment on the bounds and illustrate the accuracy of %SUSU in Fig. 6.
approximation with example profiles. The details are omitte

due to space limitation.

There are three regions af to consider, depending on
whether both approximations are accurate, only the GaussiaiVe are given an original unmarked profil¢y) and its noisy
density approximation is accurate, or neither approximatiofdarked copyg(y). In this section we present a maximum-
are accurate. In the neighborhood @f := o, /ros where likelihood detector that uses the distances between adjacent
B(v) and henceE(v)| are close to zero, the Gaussian densitgentroids as a basis for decision.
approximation (12) is poor. Outside this region (12) holds well. The original unmarked profilé(y) consists of three blocks
The first region to consider is around= 0 (< v for typical defined on the intervalg;, e: ], [b2, 2], and[bs, e3]; see Fig. 1.
profiles) where both the Gaussian density approximation (IPhe centroid of blocki,i = 1,2,3 is
and the Taylor expressions (14) and (15) are accurate. The e
second region is for larges where the Gaussian density th(y)

by
> h(y)
b;

C. Error Bounds

IV. CENTROID DETECTION AND PERFORMANCE

approximation (12) is accurate but not the Taylor expressions

(14), (15). The third region is in the neighborhoodvgfwhere G
|E(v)| is small and even the Gaussian density approximation

(12) is poor.
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Horizontal Profile (Var of Additive White Gaussian Noise to Profile = 2916 pixel*2)
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Fig. 6. Normalized absolute error for (a) horizontal and (b) vertical profiles.

The profile compiled from the illicit copy and after distortionif it is left-shifted, and
compensation is Uy = eyt Vot e

= / f— ...
9y) =W (y) + Ny)y =by, b+ 1, e3 if it is right-shifted. SinceN(y) is white, the centroid noise
where 1/(y) is the marked but uncorrupted profile. The adV;,7 = 1,2,3 are independent. We apply the Gaussian ap-
ditive white zero-mean Gaussian noidgy) has a variance proximation developed in the last section ¥ Thus, V; is

var(N(y)) = o%. The control blocks have centroids zero-mean Gaussian with variangg given by
_ _ 2,0
vrmarhioand o=l v =Tt (6 4 (uf - 1)/12) an

The middle block has been shifted by a size 0 so that its e
centroid is Hi =" h(y) (18)
Uy=co+Va—c bi
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w; =¢; —b; +1 (19) where); := 12 + 13,23 ;=13 + 13, andC = A\ \3 — 5 =
P +b; 20 v3v3 + 33 + v3r?. On the other hand, if the middle block
PTG T Ty (20) g right-shifted, then

To eliminate the effect of translation we base our detection Di=(Va=Vi)+e Dp=(Va—Vy)—e
on the distancé/; — U;_; between adjacent centroids instead
of the absolute position of the middle centrdid. We have and the conditional density is
a classical detection problem in which we have to deCidefrl,rT|+e(’w,%| —¢)
whether the middle centroid has been left- or right-shifted 1 _1
given the observed values df, — Uy and Uz — Us. We = ——exp {—(Ag(fyl—e)2+21/22(fyl—e)(fy,,+e)
next derive the maximume-likelihood detection that chooses 2mV/C 20
the direction of the shift that is most likely to have caused the AL (e + 6)2)}
observedl; — U; and Us — Us.
It is convenient to use as decision variables the differencggnce, the log-likelihood ratio is

Fl = (U2 - Ul) - (62 - cl) fl—‘l,l—‘r|—e(’717’7r| - 6)

Fr = (U3 — U2) —_ (Cg — 62) R(,Vlvr}/r) = 108 fl—‘l,l—‘,,|+e(’717’71‘|6)
of the corrupted centroid separations and the uncorrupted €, 9
separationsI’; is the change in the distance of the middle :5(’/1%’ —Vs)- (21)
block from the left control block and;. is that from the right  The maximum-likelihood decision rule chooses the direction
control block. Without noisel'y = —c andI'. = ¢ if the of the shift that has the larger likelihood given the observation
middle block is left-shifted, and’; = ¢ andI’, = —c if it is (I%%)
right-shifted. Hence, it is reasonable to decide that the middle ) ) )
block is left-shifted ifI; < I, and right-shifted otherwise. decide left shift if R(vi,7) >0
With noise, according to the following theorem, these changes decide right shift otherwise.

in the distance of the middle block from the control block%
should be weighted by the noise variances in the centroi
of the control blocks before being compared. Note that t

decision does not depend on the middle block, except throuig

ubstituting (21) proves the theorem. O
e evaluate the performance of this decision rule by the
erage probability of error, assuming that the middle block
qually likely to have been shifted left or rigatpriori

I and I,
Theorem 1: The maximum-likelihood detector, when the Py = §(P(decide left shiff)
observed value ofl';,I') is (v, %), is + P(decide right shift— ¢)) (22)
decide left shift if yi/v} < 7./v3 whereP (decide left shifle) and P (decide right shif{—e) are
decide right shift otherwise the probabilities of a wrong decision when the middle block

]le shifted right and left, respectively.
Theorem 2: The error probability of the maximum-
Jikelihood detector in Theorem 1 is

where? and 2 are the centroid noise variances of the le
and right control blocks, respectively.

Note that the test in the theorem does not require meas
ment of the profile noise varianee since it appears in both v+ 3
v? and13 [see (17)]. Only the three parametdds, w;, &; of Pg = erf| —c 22+ 12(12 +172)
each uncorrupted control block are necessary.

Proof: If the middle block is left-shifted, then where erfz) = (2r)~L/2 [ __ ¢V /2 dy.
= (Va—Vi)—¢ Proof: From Theorem 1

P(decide left shift+ ¢) = P(l/gfl - I/IQF,, <0l +e).

is Gaussian with mear-¢ and variance/? + 3, and

T, =(Vs—Vo)+e Given a right-shifted middle blockZ := »3I'; — V2T, is
) _ _ ) ) ) Gaussian with mean
is Gaussian with meanand variance;2+2. Their covariance

is pz = (V3 +13)e
ETC;+ oI, —¢) = —13. and variance
Hence, the conditional density ¢F;,T,.) given a left-shifted 0% =vsVar(I'y) + v{Var(L',)
middle block (whose centroid is changed by) is — 2022 Cov(I ;)
fror =l =€) = (i + ) (ivs +v3(vf +13)).

1 -1 9 9 The density function ofZ, given a right-shifted middle block,
L B (T 2GR CAE B

it - )} el = e (-E 5570,
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Hence TABLE I
. . CENTROID DETECTION OF LINE SHIFTS (SHIFT = 1/150 N)
P(decide left shift+ ¢)

0 Copy | Error Rate
= / fz1c(z]e) dz 0-10| 0/19
— orf Vi + 13 23 TABLE III
=erl) —¢ V%V% + 1/22(1/12 + Vg) : (23) CeNTROID DETECTION OF WORD SHIFTS (SHIFT = 1/1501N)
. . . . Copy | Error Rate
Similar reasoning shows tha? (decide left shiftlc) = P 0 | 3177
(decide right shift| — ¢). The claim then follows from (22) 3 327177
and (23). O 4 43/177

Remarks: The value of error probabilityPz depends on
the specific structure of the profile blocks through and of these lines was shifted vertically by 2 pixels, or 1/150
seems to be sensitive to the document format (width aftl Denote the laser printed copy as copy O; thie copy
weight of profile blocks) and to the distortions introduced in = 1,---,10 is obtained by photocopying copy— 1. The
processes such as printing, photocopying, and scanning. Betection result is shown in Table Il. The perfect result was a
horizontal profiles, however, it is common that adjacent teRit surprising given the severe distortion to the photocopies;
lines, being close together, have similar length and densige Fig. 2.
and suffer a similar amount of distortion. In this case, = We have also transmitted copy 0 by facsimile and applied
are roughly equal foi = 1,2,3. Then the error probability centroid detection on the received copy. All 19 line shifts were
Pp = erf(—¢\/2/317). Using the value for? = 0.0781 correctly detected. An interesting method is proposed in [15]
from Table | for horizontal profiles and a shift size of= 2 to watermark a facsimile image by perturbing the run-lengths
pixels, Pz = 2.56 x 10~°. Though it is difficult to verify Of successive 1's (black pixels) in the image. There are several
such a small probability experimentally, the prediction seergiéferences in their method and ours, stemming from the fact
consistent with the very reliable detection we have experiencét theirs is a general image-marking technique whereas ours
in experiments [3], [11]. is restricted to formatted text documents. Their method can

The current model seems also useful to exptpialitatively generally embed more bits than ours since there are many
many of our empirical observations. For instance, we observ@®re clusters of black pixels than lines or words on a page.
empirically in [3] that thecentroid noise can be well ap- However, we expect that their method is not as robust as ours
proximated by Gaussian distribution. This observation can Bgainst distortions introduced by printing, photocopying, and
justified theoretically by the derivation in the last section. F&canning (detection in the presence of noise is not presented
another instance, the experimental result that centroid detectidn[15] nor is any experimental result). In their method,
performs much better on line shifts than on word shifts c&fch cluster of black pixels is perturbed independently. In
be explained by the analytical results in the last section ag@ntrast, shifting a line in our method perturbs many clusters of
this section; see Section V-A and [12]. Using the value fdHack pixels simultaneously, increasing the “signal strength,”
2 = 2.3381 from Table | for vertical profiles and a shift sizeand centroid detection exploits these correlated movements in

of ¢ = 2 pixels, Pr = 0.143, a much larger error probability detecting the marks in the presence of noise.

than that predicted for line shifting. In the second experiment a single-page document was
marked by word shifting. The test page contained 177 words
V. EXPERIMENTAL RESULTS AND PROTOTYPE that were shifted horizontally by 2 pixels, or 1/150 in. It was

In this section we present two sets of experimental resuR&nted and recursively photocopied four times. These copies
of centroid detection, one for line shifts quoted from [11]Véré scanned, the bitmap images were processed, vertical
and the other for word shifts quoted from [4]. Then wérofiles of words were compiled, and the word shifts were
describe a document marking and detection prototype that iiedected using centroid detection. The detection result is shown

implemented the proposed algorithm. in Table 1. _ .
From the two experiments we observe that centroid detec-
A. Experimental Results tion of word shifts is much worse than that of line shifts. This

In the first experiment a two-page document, the first paﬁgnfirms the theoretical prediction of Sections Il and IV.
being a title page, were marked by line shifting. They were
printed on a Hewlett—Packard LaserJet IIISi laser printéf: Prototype
Recursive copies were made on a Xerox 5052 plain paperAn experiment in [13] reveals that depending on what type
copier to create successively more degraded copies. The copigsrocesses a document goes through, the noise on the profiles
were scanned using a Ricoh FS2 Apunix scanner to produafeer distortion compensation can be much more severe in one
bitmap images. These images were processed to geneditection than in the other. For example, when a document is
vertical and horizontal profiles. Marking was detected fromhotocopied, depending on the copier and the copying option
these profiles using centroid detection. selected, the distortion can be more severe in the horizontal
Page 1 of the document contained eight marked lines adidection of the text. To take advantage of this possibility
page 2 contained 11, giving a total of 19 marked lines. Eagre propose in [13] a marking and identification strategy in
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which a line is marked both vertically, using line shift, and[4] , “Hiding information in document images,” iRroc. 1995 Conf.

horizontally, using word shift. To detect the marking, the !Wformation Sciences and Systen@alimore, MD, Mar. 1995, pp.
probability of detection error on horizontal and vertical profiless; G. caronni, “Assuring ownership rights for digital images,” Rioc.

are estimated after common distortions have been compensated Reliable IT Systems, VIS'93995.

for. Detection is then made in the less noisy direction. Thid®! 4. K. Choudhury, N. F. Maxemchuk, S. Paul, and H. Schulzrinne,
Copyright protection for electronic publishing over computer net-

strategy has been implemented in a software prototype. works,” IEEE Network vol. 9, pp. 12-21, May/June 1995.
The marking subsystem takes as input the postscript file of[@ !- Cox, J. Kilian, T. Leighton, and T. Shamoon, “Secure spread spectrum

: e . s . watermarking for multimedia,” irProc. First Int. Workshop Informa-
document and a list of its intended recipients. Each recipientis Hiding, Ross Anderson, Ed. Cambridge, U.K.: Springer-Verlag,

assigned a unique binary identifier. It marks a line vertically  may/June 1996, pp. 183-206.
by shifting it slightly, e.g., 1/150 in, up or down from its [8] Special Issue on Copyright and Privacy Protecti@®EE J. Select. Areas

. ! . L . Commun, vol. 16, to be published.
normal position. The same line is also divided into some odgh; £ koch, J. Rindfrey, and J. Zhao, “Copyright protection for multimedia

number of groups of words. Each even group is then shifted data,” inProc. Int. Conf. Digital Media and Electronic Publishing994.

; ; i ; 10] E. Koch and Z. Zhao, “Toward robust and hidden image copyright
slightly, e.g., 1/150 in, left or right while the odd grOUpé labeling,” Proc. 1995 IEEE Workshop on Nonlinear Signal and Image

remain stationary. Instead of using multiple groups to carry processing June 1995.
multiple bits per line, we use them to carry just one bit witfit1] S.H.Low, A. M. Lapone, and N. F. Maxemchuk, “Document identifica-

; : tion to discourage illicit copying,” ifProc. GLOBECOM'95 Singapore,
redundancy to combat noise. The system automatically marks Nov. 1995, pp. 1203-1208,

the document, stores the identifier with the corresponding] s. H. Low and N. F. Maxemchuk, “Performance comparison of two
recipient in a database, and either generates a bitmap or prints text marking and detection method$EEE J. Select. Areas Commun.

. to be published.
a hard copy for each recipient. 13] S. H. Low, N. F. Maxemchuk, J. T. Brassil, and L. O’'Gorman, “Docu-

L T il
When an illicit copy is discovered, a marked page iS = ment marking an didentification using both line and word shifting,” in
scanned and processed. Both horizontal and vertical profiﬁs Proc. Infocom’95 Boston, MA, Apr. 1995, pp. 853-860.

. . . ] B. M. Macq and J.-J. Quisquater, “Cryptology for digital TV broadcast-
are compiled. The prototype then detects line shifts or wotd™ i+ "proc. IEEE vol. 83, pp. 944957, 1995.

shifts accordingly as the horizontal or vertical profile is lesg5] K. Matsui and K. Tanaka, “Video-steganography,”IMA Intellectual

; ; ; ; Property Project Prog.vol. 1, 1994, pp. 187-206.
noisy. In view of the experimental and analytical resunﬁﬁ] N. F. Maxemchuk and S. H. Low, “Marking text documents,”Rroc.

presented here, we have implemented the centroid detector in |nt, Conf. Image Processinganta Barbara, CA, Oct. 1997.
the prototype for line shifts, and a different detection algorithiid 7] IEz" ﬁt’gormanvl “I;nag_e Iat?d dOCUT?;tDrgCEfSSQQHtechglques _IQf the
- : : ightPages electronic library systerrit. Conf. Pattern Recognition

described in [12] for word shifts. (ICPR) Sept. 1992, pp. 260-263.

[18] —, “The document spectrum for structural page layout analysis,”
IEEE Trans. Pattern Anal. Machine Intellvol. 15, pp. 1162-1173,
Nov. 1993.
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